
 

ISY-994iZ Series – OpenADR Configuration Guide 

 

1) ISY Installation  

 
a) Connect one of the included Cat5e cable to ISY’s Network Port and to your network hub. Note: 

the network must initially be DHCP enabled.  

 

b) [Optional] Connect the second included Cat5e cable to ISY’s Port A and the other end to the 

PLM   

Note: If your PLM is model number 2413S, you do need a power supply (not included) 

 

c) If you do not have Java installed, please install the latest for your platform. You may find the 

latest Java downloads at http://www.java.com/getjava . Please choose the latest JRE for your 

platform 

 

d) Go to http://isy.universal-devices.com/99i/zs/dashboard.jnlp    ; when prompted to 

authenticate, enter admin for both user-id and password 

 

  



2) Configure OpenADR 

 

a) Activate My OpenADR Portlet  

 

 

 

  



b) Adjust OpenADR Settings 

 

 



 

  



c) Issue an Event 

d) Check the OpenADR Portlet 

e) Click on Details to see full event details 

 

 

 



 

 

 

 

 

 

 

 

 

 



f) Use the Event Viewer to see the operational status of ISY and OpenADR events 

 

 

 



 

  



3) Configure Network Security 

 

 



Protocol: A maximum protocol level supported by client or server. Please note that if 

you use TLS 1.2 and if the peer is requesting TLS 1.0, then ISY will downgrade to TLS 

1.0. 

Strength: The symmetric key strengths. Each strength has an ordered/priority list of 

cipher suites that ISY will use to determine its operations. The priority is from high to 

low (top to bottom): 

 High: 

   SSL_RSA_WITH_AES_128_SHA2 

   SSL_RSA_WITH_AES_256_SHA2 

   SSL_RSA_WITH_AES_128_SHA 

   SSL_RSA_WITH_AES_256_SHA 

 

Medium: 
   SSL_RSA_WITH_AES_128_SHA 

   SSL_RSA_WITH_AES_256_SHA 

   SSL_RSA_WITH_RC4_128_SHA 

 SSL_RSA_WITH_RC4_128_MD5 

 

Low: 
   SSL_RSA_WITH_RC4_128_MD5 

   SSL_RSA_WITH_RC4_128_SHA 

 SSL_RSA_WITH_AES_128_SHA 
 

Verify: Whether or not client/server authentication should be performed on the peer. 

 

4) Certificate Management  

 

The operations for Server Certificates and Clients Certificates are identical. As such, in 

this section only Server Certificates are discussed. 

In the Network Dialog (see section 3), click on the Server Certificate. You will be 

prompted by: 

 

Yes: This will load the certificate store from ISY for which you must have a valid 

password that you had setup before. 



No: This will recreate a new certificate store and overwrites any previous certificate 

information. The requested password is the password you would like to use to access the 

store in the future (see Yes). 

 

Import Cert.: If you have a PKCS12 (pfx) format file which includes both the 

Certificate as well as the Private Key, then choose this option import both. ISY will be 

rebooted for the changes to take effect. 

Export Cert.: Use this button to export an existing certificate in PEM format.  

Self Signed: If you wish to create a self signed certificate, make sure to enter and/or 

update (in case you are working on an existing certificate) all the necessary information 

in the fields and then click on the Self Signed button. 

Cert. Request: If you wish to have your certificate signed by a CA, you need to create a 

CSR. To create a CSR, make sure to enter and/or update (in case you are working on an 

existing certificate) all the necessary information in the fields and then click on the Cert. 

Request button. 

Receive Cert.: If you have already made a Cert Request and have now been given an 

actual certificate based on your Cert Request (CSR), then click on the Receive Cert 

button to import the Certificate into ISY. 


